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1 Intro duction

The North American power grid is a giant network of more than 15,000generatorsin 10,000power
plants, and hundreds of thousands of miles of transmission lines. Analysts estimate it to be worth
over $800 billion. In 2000, the transmission and distribution infrastructure was valued at $358
billion. Geographically the power grid forms a network of over 1 million kilometres of high voltage
lines that are cortinuously regulated by sophisticated o w control equipmert [1{3,7].

The August 2003blackout in the northeast onceagain demonstrated how vulnerable the nation
is to failures in the electrical infrastructure. The blackouts are usually causedby the failure of a
node or connectingpoint on the electrical network. Depending upon the degreeof the node and its
location, somenodesare more important than the others. Critical nodesexist in all infrastructural
networks including the electrical network. Howewer, in caseof electrical network, the problem
is more aggravated becausea single node can potentially bring down an entire region through
cascadingfailures [5,6,12,13]. This was evidert in the 2003 northeast blackout, which not only
resulted in the ertire region's grid collapsebut also causedother infrastructures to fail sud asthe
nancial network, transportation, communication etc. [9,11]. From safety and security point of
view, it is extremely important to understand the structure of the grid, identify potential points
of vulnerabilities and build redundanciesaround those vulnerabilities to make the infrastructure
more robust.

The robustnessof the electrical networks can be studied in many di erent ways. For instance,
one can dewelop a scenarioin which a critical node or a transmission line fails and use a model of
the grid or the grid itself to emulate the reaction of that failure. This method can directly measure
the impact of the event but it is often dicult to build a realistic model of the grid or usethe
real grid. Another possiblemethod is to study the structural properties of the grid and assiate
them with the robustnessof the grid. For example, the degreedistribution of the grid provides
topological information on the grid. If the degreedistribution hasa heavy tail, one can expect that
even a random attack on the grid can easily shatter it into disconnectedcomponerts. On the other
hand, a thin tail distribution may indicate that the grid is vulnerable to only targeted attacks. The
focus of our work is to usethe structural measuresof a grid to determine its robustness.

The analysisof the structural properties of the electrical network is usefulin determining where
the redundanciesin the network should be built, wherethe new infrastructural investmertis should
be made, and where the critical nodes and transmission lines reside in the network. Important
policy questionssud aswhereto install SCADA systemson the network, which critical assetsto
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protect, where to add new generation capacity, transmission lines etc. can be answered with the
help of this analysis. Work by [1] analyzesthe structural vulnerability of the North American power
grid. It emphasizeghat the global properties of the underlying network must be analyzedin order
to understand the local behaviour. For instance, knowing whether the grid is one large connected
componert is useful in determining the feasibility of transferring power betweenany two nodeson
the network.

Our work . Weidentify sewralimportant structural properties of the electrical network. Using
a comparative study, we measurethese properties for di erent electrical networks, including a real
power grid and seweral synthetic grids. The results show the vulnerability of the real and synthetic
grids under various scenariosaswell asthe fact that synthetic grids behave structurally very similar
to the real one.

The rest of the paper is organizedas follows. Section 2 describesthe experimental setup. The
results and obsenations are reported in Section 3. Section 4 concludesthe study and provides
future directions.

2 Experiment Set-up and Metho dology

We use graph analysis tools to study and compare the structural properties of various electrical
networks.

2.1 Real, synthetic and random grids

The grids in this experimental work include a real electrical grid, called real grid which belongsto
a large US city, a random grid and the standard IEEE test cases. Due to the sensitivity of the
data we do not divulge the name of the city that the real grid belongsto. The 118-Bus, 57-Bus,
30-Bus and 14-Bus test casesrepresert a portion of the American Electric Power Systemin the
mid-western US as of early 1960s[15]. The 300-Bustest casewas deweloped by the IEEE Test
SystemsTask Force in 1993. The 145-Busand 162-Bus networks are the dynamic test cases. In
addition, we analyze and compare the results of the real grid and the standard test caseswith a
random grid. The random network is of the real grid size. To construct the random grid, we use
the Erdes-Rernyi G(n; m) random graph model [8], where n is the number of nodesin the real grid,
and m is the number of transmission lines in the real grid. The random grid hasthe sameaverage
degreeas the real grid. In order to ensurea fair comparison, the random grid is endaved with
the samebasic characteristics as the real grid, i.e. the random grid has the samethe number of
nodes, generators,load serving nodes, lines and capacitiesetc. The only di erence is that in the
random grid, the transmission lines connect random pairs of nodes. We generate 100 instancesof
the random grid and report the averagestructural measuresfor the random case.

2.2 Structural measures

We rst describe the basic structural features of the aforemertioned grids. The structural prop-
erties include the minimum dominating set size, the degreedistribution, and the shortest path
distribution. A dominating set of a network is a subsetof nodeswhich have all the other nodesas
neighbours. The minimum dominating set problem is a classicNP-complete optimization problem.
We implemert a greedyheuristic, which selectsnodeswith the maximum degreeuntil a dominating



setis found. The greedyalgorithm adievesa logarithmic approximation ratio [10]. In addition to
thesetopological properties, we calculate the grid capacities,de ned as follows.

De nition  2.1. The capacity of a power grid is the maximum ow that can be sen from the
generator nodes to the consumer nodes (load serving nodes), subject to the transmission line
capacity constraints, generator capacity constraints, and the substation capacity constraints.

We compute the grid capacity by connectingall generatornodesto a super-sourcenode and all
load serving nodesto a super-sink node, and calculating the maximum o w from the super-source
to the super-sink using Goldberg's implementation of the push-relabel algorithm for the maximum
ow problem [14].

A casestudy is performed to understand how a targeted attack and a random attack on the
componerts of the grid can a ect the structural features of the grid. This study simulates the
following attacks: (i) the nodesare randomly removed from the network (ii) transmission lines are
randomly removed from the network (iii) high degreenodesare removed from the network and (iv)
high capacity lines are removed from the network. We expect to seethat the random lossof nodes
and lines will causelessdamageto the network than a targeted attack on the high degreenodes
and high capacity lines.

We are interested in the impact on the following measuressubject to a random or targeted
attack:

size of the maximum componert of the grid,
number of componerts,
grid capacity.

Note that except for the random grid, all grids are completely connected. The total number of
componerts in caseof the random grid is about 72 and the maximum componert has about 577
nodesin it. Note that all humbers reported for the random grid is average over 100 instances.
The number of lines, nodes, generatorsand their capacities are the samein random grid and the
real grid, but in caseof the random grid, ead of the 100 instancesgave rise to a new topological
structure and therefore a dierent ow.

We measurethe impact of random versustargeted attacks on the ow capacity of ead grid.
Removal of the nodes and lines on the grid a ects the topology of the grid and breaks the grid
into disconnectedcomponerts. The changein the topology of the grid directly impacts its ow
capacity. We measurethe o w capacity of the grid by computing the ow vulnerability of the grid
which is de ned as follows.

De nition  2.2. The ow vulnerability of a power grid, subject to node or link deletion, is the
percenage decreasdan the grid capacity.

For completenessthis study alsopresens and cortrasts the structural propertiesof the electrical
network with other infrastructure networks suc astransport network, wirelessnetwork and social
network.



Grid Lines Nodes Avg. Deg. Load ServingNodes Generators Grid Capacity Dom. set
Real 776 662 2.34 328 41 3269.4 45
Random 776 662 2.34 328 41 2459.6 80.55
14-bus 20 14 2.86 11 5 0 3
30-bus 41 30 2.73 21 6 0 5
57-bus 80 57 2.81 42 7 0 10
118-bus 186 118 3.15 91 54 0 10
145-bus 453 145 6.25 51 50 0 8
162-bus 284 162 3.51 89 17 15296.1 18
300-bus 411 300 2.74 188 69 0 25

Table 1: Brief summary of the structural features of the grids.

3 Exp erimen tal Results

3.1 Basic structural prop erties

Table 1 provides a brief summary of the basicstructural featuresof eat electrical grid. In electrical
networks, the majority of the nodesare low degreenodesas can be seenby the averagedegreein
column 4. Almost all grids have an average degreebetween 2 and 4 except the 145-Bus network
which has an averagedegreeof 6.25. The degreedistribution of electrical networks follows a power
law P(k) k with the exponent gamma mostly between2 and 3 [1]. The degreeof a node
provides a good indicator of its topological importance. Any damageto the high degreenodescan
result in signi cant physical and nancial losses.

The real grid has the largest number of nodes and lines. The fraction of load serving nodes
varieswidely acrossnetworks. In 145-Busnetwork, 35% of the nodesare load servingwhereasin the
14-Bus network, almost 80% of the nodesare load serving. The number of generation nodesvary
between6% and 46%for the real grid and 118grid respectively. We have transmissionline capacity
information only for the real grid (thus alsofor the random grid) and the 162-Busgrid. Therefore,
we compute the grid capacity only for these three cases. The grid capacity of the real grid is
3269.4MW, random grid is 2459.6MW and the 162-Busnetwork is 15296.1MW.In orderto nd a
relationship betweenthe sizeof the network and the dominating set, we regressthe dominating set
sizeon the number of nodes. Our results shaw that if we excludethe random case,there is a linear
t betweenthem. Due to lack of structure in the random grid, it behavessigni cantly dierently.
In fact, even if we accourt for the network size, dominating set size of the random grid is much
larger than all the other grids. This is partly dueto the fact that its 72 componerts already require
at least 72 nodesin its dominating set.

The information on dominating setis usefulin protecting the grid. The smallerthe dominating
set, the fewer the resourcesneededto securethe graph. For instance, if all the nodes on the
grid needto be safeguarded,a guard or a protection device can be placed on all the nodes of the
dominating set. This will ensurethat ewery node in the graph is only distance 1 away from the
guard.

Degree and shortest path distribution . Figure 1 displaysthe degreedistribution of various
grids. The degreeof a node is the number of edgesor transmission lines the node is connectedto.
In all grids, most of the nodes have fairly low degreei.e. degree2 or 3. More nodesin the real
grid have low degrees. In caseof the 145-Bus network, there are sewral nodes with high degree



resulting in an averagedegreeof 6.25which is much higher than any other grid consideredin this
study. Somenodesin the 145-Busnetwork have degreeas high as 20. The highest degreenode in
the real grid is only 13.
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Figure 1: DegreeDistribution.

A possibleestimate of how far or closethe load and generationnodesare located is the shortest
path length of the network [1], although one needsto keepin mind that the electricity follows
the path of least resistanceand not necessarilythe shortest path. Figure 2 shows the shortest
path distribution for the various number of node pairs. The distribution appearslike a normal
distribution, with mean increasing with the network size. Basedon the graph, the shortest path
length can be as high as 25 or 30. In caseof the real grid it is almost 30 for somepairs. For about
20% of the pairs in the 300-Busgrid and the real grid, the path length is about 11. The higher the
number of nodes, the greater the possiblepath lengths. In the 14-Bus network case,the highest
path length is only 5, in caseof 30-Busit is about 6, in caseof the 57-Bus and the 118-Busit is
about 11-12. Note that the real grid and 300-Busgrid behave very di erently from the rest of the
grids but very similar to eat other. The shorter the average path length betweenthe two pairs,
the more economicallye cien t the grid is likely to be.

3.2 Robustness of the maxim um comp onent

Figure 3 shaws the size of maximum componert in dierent grids as the maximum degreenodes
are deleted. Comparedto all the grids, the real grid appearsto be most vulnerable. Deletion of
10% of the highest degreenodesleadsto a 90%drop in the size of maximum componert of the real
grid. The random grid and the IEEE test casegrids perform structurally very similar to the real
grid although they are slightly more robust comparedto the real grid. The 162-Busgrid appears
to be the most robust to deletion of the top 20% of the high degreenodes. Figure 4 shows the
size of maximum componert as the randomly selectednodesget deleted. Here again the real grid
appears the most vulnerable. The random grid is little more robust comparedto the real grid.
This is partly due to the fact that the maximum componert in caseof the random grid has only
about 577 nodesin it whereasthe real grid has 776 nodesin it. Secondly in the random grid the
nodes are randomly joined by lines which implies that it has no particular structure whereasthe
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Figure 2: Shortest Path Distribution.

real grids are known to have tree like structure which are more easily breakable. If we delete 30%
of the randomly chosennodes, the averagesize of the maximum componert drops by 80% in case
of the real grid, 65%in caseof random grid and 40%in caseof the 162-Busnetwork. This analysis
can have important implications for researtiers who usethe synthetic test grids asa proxy for the
real grid.
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Figure 3: Normalized size of the maximum componert subject to maximum degreenode deletion.

Figure 5 displays the number of componeris di erent grids will break into when the maximum
degreenodes are deleted. All the graphs peak when 40% to 50% of the highest degreenodes are
deleted. As we remove more and more nodes, fewer nodes are left, resulting in lower number of
componerts successiely.

In this plot the random grid appearsmost vulnerable. It breaksinto more number of componerts
comparedto the real grid and other test cases.One needsto keepin mind that the random grid is
the only grid which is not a completely connectedgrid to start with. It starts out with about 72
componerts. The graph shaws that if we remaove top 20% of high degreenodes,the real grid breaks

6



Normalized Average Size of the Maximum Component with Random Node Deletion
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Figure 4. Normalized size of the maximum componert subject to random node deletion.

into three times as many componerts as the 162-Busgrid. Howewer, the 300-Bus network shaws
structural behaviour very closeto the real grid. In caseof all Figure 3, Figure 4, Figure 5, 300-Bus
network appears most similar to the real grid. In the absenceof real grid data for experimental
purposes,this information is useful for researters.
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Figure 5. Normalized number of componerts subject to maximum degreenode deletion.

Figure 6 displays the number of componerts, that the grids will breakinto, due to random node
deletion. Among all the grids consideredhere, the random grid breaksinto the most number of
componerts when nodes are randomly deleted from the grid. Again, remenber that the random
grid start out with about 72 componerts unlike all other grids which are one componert at the
beginning. As more and more nodesare deletedat random, the real and random grids start to look
more and more similar. A reasonableexpectation is that as more and more nodes are randomly
deleted, all grids would start to look more and more like random. The plot shows that when 80%
of the nodesare randomly deleted, the number of componerts of all grids convergeto the number
of componerts in random grid. The real grid is the secondmost vulnerable grid to random node
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deletions. The most robust is the 145-Busnetwork. The 118-Busnetwork shaws the most average
behaviour acrossall graphs. This suggestghat the 118-Busnetwork might be the most appropriate
test casein power engineeringstudies.
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Figure 6: Normalized number of componerts subject to random node deletion.

3.3 Flow vulnerabilit y

Now we preseri the results on the ow vulnerability of the grids under either a random attack or
a targeted attack. In a random attack, a random subsetof nodes or transmission lines fail which
a ects the ability of the grid to transmit electrical ow. In atargeted attack, either the high degree
nodes are brought down or the high capacity transmission lines are disconnected. We often use
\greedy" for atargeted attack. The aim is to estimate the lossin the ow capacity of the grid due
to theserandom or greedy attacks.

Link deletion . Figure 7 shows the ow vulnerability of the real grid, the random grid and
the 162-Busgrid subject to random and greedylink deletion. Thesethree grids are the only grids
with capacity information available for analyzing o w vulnerability. There are many obsenations
to be made in this gure. The real grid is more robust to any kind of link deletion comparedto
the 162-Busgrid. The perceriage drop in transmission capacity is lower for the real grid in caseof
both random or greedydeletion. Deletion of only top 20 of high capacity links will leadto over 7%
drop in ow capacity for 162-Bus network. Interestingly, in caseof the real grid, the greedy link
deletion doesnot always causemore damageas comparedto the random link deletion. A greedy
deletion of up to 40 links causesno changein the ow capacity of the real grid. This might imply
either a lot of redundancy in the transmission system or that lots of nodes are self sucient i.e.
the consumerand generator nodesare the sameand do not require many linesto carry power. The
random grid caseis also more vulnerable to greedy link deletion as comparedto the random link
deletion. Although the di erence in the ow capacity is not as dramatic asit is in caseof the real
grid and the 162-Busnetwork.

No de deletion . We now considerthe impact of node deletion on the grid capacity. Figure 8
shaws that a targeted node deletion always causesmore damageto the ow comparedto a random
node deletion. Howewver, the 162-Busgrid is much more vulnerable to a targeted node deletion as



Figure 7:

Figure 8:

Vulnerability of Grid subject to Link Deletion

40 . . ‘ ‘
162-bus grid greedy ——
35 - 162-bus grid random |
2 Real grid greedy ---e--- o
3 30 Real grid random v~ co
5] Random grid greedy
£ |  Randomgrid random «-ee |
2
Q
g 20 |
]
« 15 |
® mvv'v'vvvv
S :
3 10 |
c
S 5f |
g
0 | 4
-5 1 I | \ ) ) ‘ ‘ ‘

0 10 20 30 40 50 60 70 80
number of links deleted

Flow vulnerabilit y of the power grids subject to link deletion.

Vulnerability of Grid subject to Node Deletion

162-bus grid g‘reedy —
80 162-bus grid random 4

3 Real grid greedy ~--e---

o Real grid random -+

g R —— Random grid greedy

s 680r / Random grid random «www-+ -

& PN o

g ,

o 40 i |

© .

S Vi ;

% // :

€ 20 1 / oo o |

g / ;

& LTI T
0t P T AR IR |

0 5 10 15 20 25

number of nodes deleted

Flow vulnerabilit y of the power grids subject to node deletion.



comparedto the real grid or the random grid. Our researt shows that it also matters whether
the high degreenode is a generation node, a transmission node or a distribution node. In case
of the real grid, we nd that even after seweral high degreenodes are removed from the network,
the ow capacity of the network is not impacted. A deeper analysisrevealsthat most of the high
degreenodesin real grid are transmission nodes and there is lot of transmission redundancy in
the electrical system which allows the generation and the electrical ow to move uninterrupted.
Howewer in caseof 162-Busnetwork, the four highest degreenodesare the generation nodes (with
degrees8 and 9). Removal of those 4 nodesleadsto a much bigger impact on the grid capacity.

Note that the targeted node deletion leadsto a bigger drop in grid ow capacity in the real
grid comparedto the targeted link deletion. This shows that the high degreenodes are much
more critical to the real grid infrastructure than high capacity transmission lines. The reader will
note that the greedy deletion always results in a step function like behaviour whereasthe random
deletion results in more smooth curve. This is due to the fact that for each random deletion, we
have run 1000instanceswith di erent random nodesand links. The results displayed in the gures
are the averagesacrossthe 1000runs.

3.4 Comparison with other infrastructure networks

We comparethe robustnessof the electrical power network with the transportation network, the
wirelessnetwork and the social network. Figure 9 and Figure 9 are obtained from our colleagues.
The original work appearedin [4]. Thesegraphsshow the cortrast betweenthe structural properties
of the infrastructural networks and scocial networks. Infrastructural networks are highly prone
to targeted failures whereas scocial networks are very robust. The most vulnerable among the
infrastructure networks is the power network. Figure 9 shaws that if 10% of the highest degree
nodes are removed, the original maximum componert will lose 90% of its nodesin caseof power
network. In caseof communication network, almost 70% of the highest degreenodes have to be
removed before the maximum componert loses90% of its nodes. In caseof social networks, over
70% of the high degreepeoplewould have to be removed before one seesany impact on the size
of the maximum componert. This implies that the social networks cannot be easily shattered.
This is in fact a negative feature of the social networks when it comesto cortrolling epidemicsand
infectious diseases.

4 Conclusions and Future Work

We compareand analyzethe structural propertiesof the real, synthetic and random electrical grids.
Our results nd that all grids are more vulnerable to targeted attacks comparedto random attacks.
A targeted attack on seweral high capacity transmission lines is not able to a ect the ow of the
real network in any signi cant way implying redundancyin the transmission capacity. Our analysis
shawsthat the synthetic 300-Busgrid behavesvery similar to the real grid. The 118-Busgrid shows
the most averagebehaviour for all the structural features. In comparisonwith other infrastructure
networks and sccial networks, the electrical networks appear to be the most vulnerable.

It would be interesting to extend this work to other real electrical networks. In this paper we
compare a real power grid with sewral synthetic ones. We expect comparisonsamong di erent
real power grids would reveal more insights on the structural properties of the electrical networks
which would further help in constructing generic power networks for simulation studies.
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